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s Your Company At Risk...
... Because of Your Call Center?

Ensuring your call center is not an easy target for Social Engineering attacks

Chris Adomaitis, Sr. Sales Engineer

Adapt Telephony Services
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Social Engineering Statistics m{t

ﬁ ﬁ

In recent years, over 5,000,000
customers were targeted for
phone fraud



Social Engineering Statistics m{t
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The average loss for a targeted
business is $42,000 per account



Social Engineering Statistics m{t
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Fraud was a factor in more than
41% of failed Federal CUs from
2004 to 2014



Social Engineering Statistics m{t
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77% of credit card fraud STARTS
in channels other than phone
contacts—48% starts via email



Security is IT's job... ... right??!
s ——
Every call center trains their employees to be helpful

Hiring/Training practices focus on teaching your agents to “help”...

...which makes Call Centers prime candidates for fraud
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Okay... but my agents can’t “DO” anything...

——=
What might this look like? A series of changes too small to notice

-
(=)
o

Center
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| already train my agents for this, but... ada{t

ﬁ

90% of the people we ask will
provide not just the spelling of
their names but their email
addresses without confirming
our identity



| already train my agents for this, but... ada{t

ﬁ

67% of the people we ask will
give out social security numbers,
birth dates or employee numbers



The problem is... adﬂt

* Agents handle scores of calls each day... Which ones do they act on?
 Callers that call in multiple times can talk to different agents...

* Agents are well trained—but they need to know when to act

* Not just fraud... “Answer Shopping” is repeat calling; wasted time
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So... what’s the solution?

* Everyone is searching for a “magic bullet” technology
* No technology can account for people—internal and external
* Your tools must make your employees better

unify simplify adapt



So... what’s the solution?

—

e Strategy #1: What is the “story” behind each call?
 Strategy #2: Reduce the number of vendors you work with

I
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So... what’s the solution? adﬁ&,

e Strategy #1: What is the “story” behind each call?
 Strategy #2: Reduce the number of vendors you work with
e Strategy #3: Take this seriously; make it somebody’s responsibility

e Strategy #4: Improve the quality of your data

unify simplify adapt



So... what’s the solution? ad;‘pft

e Strategy #1: What is the “story” behind each call?

 Strategy #2: Reduce the number of vendors you work with

e Strategy #3: Take this seriously; make it somebody’s responsibility
e Strategy #4: Improve the quality of your data

e Strategy #5: Smart use of “add on” technologies

 Strategy #6: Rules-based engine for alerting
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So... what’s the solution? ad;‘p&,

e Strategy #1: What is the “story” behind each call?

 Strategy #2: Reduce the number of vendors you work with

e Strategy #3: Take this seriously; make it somebody’s responsibility
e Strategy #4: Improve the quality of your data

e Strategy #5: Smart use of “add on” technologies

 Strategy #6: Rules-based engine for alerting

e Strategy #7: “Polish Off” Call Center functionality to help analysis
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Examples

-i-’- INTERACTIVE INTELLIGENCE®

Platinum Elite Partner
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Formal Auth Process with Back-end Integration K s

1. Inbound call is received
<Optional> Alert if Caller ID was spoofed by caller
<Optional> If member authenticated in IVR, pass info on to agent

2. Agent follows normal process to identify/authenticate member
Obtains Member ID with 90%+ accuracy (well beyond Caller ID)

3. Agent makes one of two choices:

a. Flags Caller as Not Authenticated and hangs up, or
b. Flags Caller as Authenticated and proceeds

Agent assists Member normally

5. Agent notes the result of Member interaction
Future agents can see the result of this interaction
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Inbound Call, NOT Authenticated

# Interaction Client: .NET Edition

File  Edit  Wiew  Opkions  Help

x| Makecall |-

Murnber: I
My Interactions | Call Histary
Authenticated

Duration | Skate

LIELE Marne Murnber

EA P B ¥ Qe G |3
Fickup Hold Mute | Transfer Woicemail Disconnect | Join Listen Coach | Record FPause  Secure Pause | Private

Assistance  SmarkSurvey

Py Status: IB Auailable ﬂ 4 Days 11:33:24  Set status details

/ Smart5uite

Smart Screen Pop

tember |D: NONE status: MOT AUTHENTICATED

MNarme: Atternpt Type: Mot Attempted

Call Source:  Smart Screen Fop - Member Services

Smart Track Authentication
The caller has not been authenticated. Please authenticate the caller and provide the
infarmation belaw:

kMember (D I

Are you speaking with the primarny person on the account? @ ¥es No

Agent Note: I
Authenticate |

Suspicious

TrustiD® Status: .

0 Dev027 | 1(334354-2353 | i

unify

simplify adapt



Inbound Call, After Authentication

' Interaction Client: .NET Edition

File  Edit  ‘iew  Options  Help
Murmhber: I j kdake Call |'
hy Interactions | Call Histary
LELE Marne Murmber Duration | Skate Authenticated
[ Ihember Frorm: REZZ0,ALFREDO Authenticated
a kX P I ¥ P @ i (@ 3
Fickup Hold Mute | Transfer Voicemal Disconmect | Join Listen Coach | Record Fause  Secure Pause | Private | Assistance  SmartSurvey
Pty Status: IB Aovailable j 4 Days 11:40:26  Set status details 2.
/ SmartSuite
Smart Screen Pop r
hMember |D: 3661123 Status: AUTHEMNTICATED
MNarme: Brett Zhikowski Attermpt Tywpe:  Attempted
Call Source: Smart Screen Fop - Member Services
Fop Screen |
Smart Track History
hMember |D: 3661123
TrustD® Status: [ Mame: Brett Zhikowski
Date | Suspicoius | Mote | TrustiD | Product | Relationship | CallerID | Caller Hame | Status | Agent =]
06-14-2016 3:00... §§ WELLOWY Srart Screen Pop Prirnary (3343 354-2353 RLZZOALFREDD  Authenticated - Auto —
06-14-2016 2:549... F WELLOWY Srart Screen Pop Prirnary (334 354-2353 RLIZZOALFREDD  Authenticated - Auto
06-14-2016 2:53... F WELLOWY Srart Screen Pop Prirnary (334 354-2353 RLIZZOALFREDD  Authenticated - Auto -
06-13-2016 10:2... F YELLOWY Srart Screen Pop Prirnary (630) 468-7362 ADAPT TELEPH... Authenticated - Auta
06-13-2016 1:L.. F YELLOWY Srart Screen Pop Prirnary (630) 468-7362 ADAPT TELEPH... Authenticated - Auta
06-13-2016 1:L.. F YELLOWY Srart Screen Pop Prirnary (630) 468-7362 ADAPT TELEPH... Authenticated - Auta
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Configurable by Interface (no custom code)

[— [ SmartTrack Global Settings E3

Smart Track Global Settings
History Display Option: Display all history found

Settings and Thresholds for All Calls

All Calls Thresholds Active? & Yes C No

Number of hours to laok back when determining if a thieshold has been exceeded: | 8=+ 1-9999 hours
Send or display alert when number of calls exceeds: l 15 :I] 1-993 calls
Send email when threshold exceeded? " Yes ¢ No

Alert email address: |

Warning message to be displayed or emailed when threshold is met or exceeded:

IExcessive calls detected for all calls

Settings and Thresholds for Non-Agent Calls

Non-4Agent Thresholds Active? * Yes  No

Days to retain history: [k | 22 1-999days
Number of hours to look back when determining if a threshold has been exceeded: I 2 j 1-9999 hours
Send or display alert when number of calls exceeds: I 5 j 1-999 calls
Send email when threshold exceeded? T Yes & No

Alert email address: [

Warning message to be displayed or emailed when threshold is met or exceeded:

|Excessive calls detected for non-agent calls

apph | Save | Cancel |
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Example 2a: Omni-channel call center

ﬁ
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. [P a
Chat SMS ~ Mobile Phone | Email |
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Example 2b: alternate graphic
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Questions?

i,- INTERACTIVE INTELLIGENCE®

Platinum Elite Partner

unify simplify adapt




—

Chris Adomaitis
Adapt Telephony Services

ChrisA@teamadapt.com
630-468-7604
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